
W
ith the ever-changing technolo-

gies of today, data breaches and 

cybersecurity are at the forefront 

of our minds—and rightfully so. 

he number of successful cyberattacks in the 

United States has grown 144% in the past four 

years. Attacks are happening daily, with 62% 

of these attacks targeting small to midsized 

businesses (SMBs). 

Do you have a data security policy in place? 

If you answered yes, you’re among the 36% 

of SMBs that have a policy in place. If you 

answered no, you’re at risk of losing a lot, 

should a breach or attack happen. Breaches 

are costly; they impact revenues, your reputa-

tion and branding, and your valued clients.

So what are some quick tips you can do to 

start protecting you and your organization?

Tip #1: Create complex passwords that are 

easy to remember.

Sure, you’ve heard this before—make your 

passwords complex and use a diferent 

one for every website and application. he 

longer and more complex the password, 

the more diicult it is to hack. Choose 

something that is easy to remember, like 

your favorite song lyric, so that you won’t 

easily forget it. 

Suggestions: Take the irst letter from 

each word of that song lyric to get 8-9 letters 

for your password. hen add a number and 

special character to it.

Interested in testing how secure 

your passwords really are? Go to www.

howsecureismypassword.net and test 

it out! But wait; don’t try your actual 

password. Use one that is of a similar 

length and nature. Giving your actual 

password out to a third party website, just 

to test its strength...not a good idea!

Tip #2: Think before you click.

Don’t fall for a “phishing attack”. Never click 

a link or open an attachment that you did 

not expect to receive. Scams today look 

very convincing, coming in the form of 

voicemails, eFaxes, invoices, social media, 

ADP theme, or from the IRS. If you’re not 

expecting something or have to think twice 

about the contents, don’t open it. If you do, 

you’re inviting hackers into the contents of 

your computer. Contact your IT department 

if you think an email is suspect, or delete it 

and report it as SPAM.

Tip #3: Prevent email fraud.

Since January 2015, there has been a 270% 

increase in email fraud instances. here 

have been over 17,642 victims and $2.3 

billion in losses between October 2013 and 

February 2016—with the most prominent 

one being Ubiquity Networks that became a 

victim of a $46.7 million “CEO email fraud.”

Scam emails aren’t as obvious as ALL 

CAPS or with $$$ saying “YOU WON 

CA$H $$$$”. Emails today can be very 

convincing. Be cautious of mimicked email 

addresses. Be wary of email-only wire 

transfer requests and requests involving 

urgency. If it’s something you’re not 

expecting or the address looks a little of, 

it probably is a fake. Don’t hesitate to pick 

up the phone and call to verify legitimate 

business partners and reasons. 

Being conscientious of what you’re 

opening and who is sending you emails can 

help you avoid a $25,000 to $75,000 loss, 

which is the average loss per scam.

Tip #4: Protect your computer environment 

against viruses and malware.

Does your computer have security programs 

on it? Are they up to date? he best ways 

to steer clear of viruses and malware are to 

use an industry-leading anti-virus sotware 

solution. here are many types out there, and 

they don’t have to break the bank, but having 

a level of defense can go a long way.

On your anti-virus sotware, enable the 

“auto update,” “auto-protect,” and “personal 

irewall” to ensure you always have pro-

tection in the background and that it stays 

updated. Also, when possible use “whitelist-

ing” solutions. Unlike most of the anti-virus 

solutions that use a “blacklist” to identify 

malicious iles, these solutions allow you 

to create a “whitelist” of programs and 

applications that you explicitly allow to run 
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for your day-to-day business. Everything 

else is automatically blocked, providing a 

higher level of security.

Tip #5: Make your systems less “vulnerable.”

Did you know that the majority of attacks 

rely on un-patched operating system 

vulnerabilities? Protecting your com-

puters against such attacks is as simple 

as turning on “auto updates” for your 

computer’s operating system. If you use 

Microsoft Windows, this can be done by 

choosing to “automate installation” of all 

“important updates.”

Tip #6: Don’t fall for “free” USB drives.

Who doesn’t like free stuff? It is nearly 

impossible to attend a trade show today 

without walking out with a bag full of 

“free” USB drives. While there is no harm 

in collecting them and handing them over 

to your kids as a toy, it might not be a 

very good idea to actually plug them into 

your home or work computer. If you don’t 

trust the source of the USB drive, don’t 

plug it in. These drives can very easily 

be used to carry and deliver a malware 

or virus onto your computer, allowing 

someone else access to your important 

information. In fact, this technique was 

used to perpetrate the “worst breach of 

U.S. military computers in history”. 

It started in 2008, with a USB flash 

drive infected by a foreign intelligence 

agency left in the parking lot of a 

Department of Defense facility at a base 

in the Middle East that impacted the net-

work of United States Central Command. 

It took 14 months to clean the network 

and the systems.

A recent study was done to determine 

the success rate of this attack vector. hey 

dropped USB drives in a public parking 

lot of government buildings and private 

contractors. Sixty percent of the people that 

picked one up plugged the device into their 

oice computers. If it had a logo on it, 90% 

plugged them in. hese people didn’t know 

where the drives came from but used them 

anyway. hankfully it was just a study, but 

can you imagine if the impact if it were an 

actual attack? 

Tip #7: Avoid being ransomed by 

“Ransomware.”

Have you or someone you know been a 

victim of “Ransomware”? As the name sug-

gests, “Ransomware” is a computer malware 

that “locks” all your data on your computer 

by encrypting it and demands a ransom 

payment to restore it. Usually the ransom 

amount is a few hundred dollars, unless 

you are an institution like a hospital, a local 

police department, etc. in which case the 

ransom amount can run up to thousands 

of dollars. Just in the irst three months of 

2016, these attacks increased tenfold over 

the previous year—costing victims more 

than $200 million.
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he easiest way to minimize the impact 

of a “Ransomware” attack is to immediately 

disconnect the infected machine(s) from 

the network, reinstall the operating system 

(yes just cleaning with an anti-malware sot-

ware is not recommended) and restore from 

your last good backup copy. hat brings us 

to the key question: Do you backup your 

laptop or desktop daily? It’s never too late 

to start. How else can you protect yourself 

from Ransomware? And, if necessary, pay 

the ransom to get your iles back.

Tip #8: Is public Wi-Fi really safe?

Public Wi-Fi is great. You can sign on while 

on the go—from the cofee shop, hotel, or 

airport. But, using unsecured public Wi-Fi 

can come with risks. Hackers can act as 

the “middle man” between you and the 

connection point, seeing all traic and iles 

you’re sharing.

How can you stay secure? 

• Always use VPN connection when possi-

ble. his will ensure a secure connection.

• Avoid accessing sensitive websites like 

banks. 

• Always choose the connection type 

as “public.” his will turn of network 

ile-sharing.

• Double check that your email application 

(like Outlook) has been set-up to encrypt 

communication with Exchange when 

outside of your corporate network.

hese are eight tips to help start pro-

tecting you and your precious data. Don’t 

wait until you’ve already been breached; 

start taking the precautions today. As 

these types of issues continue to rise and 

become more and more prevalent, it is 

more important than ever to analyze your 

businesses cybersecurity and take steps to 

strengthen it. 
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