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F
or working adults, our working 

hours can comprise the majority of 

our waking hours. Not surprisingly 

then, our work relationships can 

become almost an extended family with 

similar dynamics of friendship, shared 

experience, and trust. hese personal 

and professional relationships make 

the inevitable incidents of fraud almost 

unimaginable and all the more painful 

when they do occur. 

While we would all like to believe (and 

at times almost need to believe) that all of 

our employees and colleagues are hon-

est, embrace our values, and are equally 

committed to a shared mission, the truth is 

that each year, about 5% of businesses are 

blind-sided by acts of fraud. 

For employers who have experienced this 

betrayal, there are usually a few common 

questions:

•	 Why did this happen?

•	 How did this happen? and

•	 How can I prevent it from occurring 

again (without destroying my corporate 

culture)? 

his article will irst examine the global 

incidence of fraud, including the character-

istics of fraudsters and their average acts of 

deception. Next, we will discuss the motives 

for fraud, followed by methods employers 

can use to reduce these motives. 

Unexpected Perpetrators

he “2014 Report to the Nations on 

Occupational Fraud and Abuse” was 

conducted by the Association of Certiied 

Fraud Examiners (ACFE) and included an 

analysis of 1483 incidents of fraud from 

around the world. An important charac-

teristic from this analysis to take note of 

is that fraud afects all countries and all 

industries. Other important statistics that 

stand out include that the median loss was 

$145,000, but 22% of the cases involved 

losses of at least $1,000,000. Many 

employers believe that a criminal back-

ground check will screen out fraudsters, 

but only 5% of the fraudsters in our study 

had been convicted of a fraud-related 

ofense prior to committing the crimes 

in this study. his is consistent with the 

“2012 ACFE Report,” which showed that 

generally fewer than 8% of fraud perpetra-

tors have a prior conviction. Interestingly, 

when we compared perpetrators with 

prior convictions to those without, there 

was no signiicant diference in the size of 

their frauds.

he reality that we form close relation-

ships with our professional colleagues 

over time helps explain why employers 

sometimes believe that employees with 

longer tenure are less likely to commit 

fraud; however, the data suggests this is 

only partially true. he perpetrator of the 

fraud has worked for the victim company 

for one-to-ive years in about 40.7% of the 

cases, employees with six-to-ten years of 

service account for approximately 27.3% of 

the cases, and a shocking 25.2% of frauds 

are committed by employees who have 

more than 10 years of service with the 

victim company. 

For owners, it is more troubling—but 

perhaps not surprising—that the longer 

the employee has been with the company, 

the more s/he understands its policies, pro-

cedures, and processes, resulting in larger 

losses perhaps for a longer period of time. 

For employees with one-to-ive years of 

service, the median loss was only $100,000. 

However, for employees at the 6-10 year 

mark, that loss doubles to $200,000 and 

for employees who have committed more 

than a decade of service, the loss increases 

slightly to $220,000. 

Owners and managers oten look at these 

total loss numbers with bewilderment, 

wondering how this much money could 

be siphoned of without detection. It is 

important to understand that most fraud 
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schemes have duration of months to years, 

with fraud schemes of less than seven 

months costing companies less than $50,000 

and frauds of more than 61 months in 

duration having a median expense in excess 

of $965,000. Many frauds begin with small 

losses and increase as the fraudster becomes 

more bold or conident. 

Other common misunderstandings about 

the incidence of fraud include gender, 

age, or educational levels of employees. In 

North America, males and females tend to 

commit fraud at about equal rates—with 

men accounting for 53% of fraudsters and 

women accounting for 47%. However, when 

men commit fraud, the median loss tends 

to be twice as great as their female coun-

terparts. here can be a myth that younger 

employees may commit fraud more oten, 

as perhaps they have less to lose or a greater 

need for additional resources. he statistics 

show that 50.3% of all fraud is committed 

by employees age 36 to 50, while only 31.1% 

of fraud is committed by employees age 35 

and under. More importantly, the older an 

employee is when they commit fraud, the 

tendency is an increase in the amount of 

loss for each ive-year increase in age. 

Key Motives 

So what lies beneath this—why do employ-

ees commit fraud, and what can employers 

to do identify potential fraud and reduce 

the incidence of fraud? 

Most experts look for three primary 

factors that increase the likelihood that a 

person will commit fraud: 

•	 Motive (or pressure)—the need for com-

mitting fraud (need for money, etc.);

•	 Rationalization—the mindset of the 

fraudster that justiies them to commit 

fraud; and

•	 Opportunity—the situation that enables 

fraud to occur (oten when internal 

controls are weak or nonexistent). 

Statistics from the “2014 Global Report on 

Fraud” support these factors, with more than 

40% of fraudsters living beyond their means 

prior to being caught. A wheeler-dealer 

attitude or a rationalization that they are 

owed more was a red lag in 13.8% of fraud 

committed by employees and a shocking 

29.6% of fraud committed by executives. 

Fraudsters typically want to maintain 

control over their work environment to 

make sure they have the opportunity to 

continue their activities. Statistics show that 

13.4% of employees, 27.1% of managers, 

and 28.6% of executives were reported to 

have control issues and an unwillingness 

to share duties prior to being caught. 

Sometimes, this need for control extends 

to an unwillingness to take vacation—with 

7.3% of employees, 12.3% of managers and 

4.9% of executives refusing to leaving days 

on the table. 

Fraud is not a single motive crime. 

Generally, the criminal faces a tough 

personal situation, inds him/herself in a 

position of opportunity, and then rational-

izes the choice. Ironically, most fraudsters 

report that they intended to repay the 

money they stole, but that circumstances 

and the need to continue stealing eventually 

got the best of them. Sadly, only 13.8% of the 

time were these people able to fully repay 

the victim companies, and 58.4% of the 

time, employers receive no recovery at all. 

So how can companies prevent this 

activity? he number one method of fraud 

detection was through a tip, with over 42% 

of all cases of fraud uncovered this way. Of 

these tips, 49% came from fellow employees, 

21.6% came from customers, 14.6% were 

anonymous, and 9.6% were from vendors. 

Organizations with tip hotlines found the 

greatest value from tips, while those without 

hotlines relied more heavily on accidentally 

discovering fraud, reports from law enforce-

ment, and discovery by external auditors. 

All other methods of detection are associ-

ated with a longer duration and a higher 

median cost of fraud, so implementing a 

tip hotline can be a good investment. In 

addition, implementing account monitoring 

and IT controls can add additional layers of 

protection that can reduce the opportunity 

and magnitude of fraud. 

Fraud Reduction & Prevention

Perhaps most importantly, senior man-

agement can set the tone of integrity 

throughout the irm. his means commu-

nicating to employees what is expected of 

them, leading by example, providing a safe 

mechanism for reporting violations, and 

rewarding integrity. 

In some instances, fraud can be seen as 

a reciprocal expression of disregard for 

integrity between management and staf 

employees. According to the 2005 National 

Business Ethics Study, common types of 

violations observed by employees (as well 

as their corresponding percentages) in the 

workplace were: abusive or intimidating 

behavior of superiors toward employees 

(21 percent); lying to employees, custom-

ers, vendors, or the public (19 percent); a 

situation that places employee interests over 

organizational interests (18 percent); viola-

tions of safety regulations (16 percent); and 

misreporting actual time or hours worked 

(16 percent) (full report available at www.

ethics.org/nbes/). 

he measures owners and employers can 

take to reduce the incidence of fraud are 

important not only for iscal reasons but 

also for the purpose of building a culture of 

integrity to reduce other high risk behaviors 

(like discrimination, stealing, thet, sexual 

harassment, misuse of conidential informa-

tion, etc.) that can jeopardize the reputation 

of the company and inancial future of its 

owners. 
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